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********** Start of changes*********** 

5.4.4.3 Fake gNB detection using UL traffic monitoring and System Query

5.4.4.3.1 Introduction

For the verification of authenticity of the cell during RRC idle mode, two solutions are given, which when combined can always verify the gNB.

5.4.4.3.2 Solution details
1) Fake gNB detection using UL traffic monitoring: In this method , the UE in Idle mode, when other conditions for Cell reselection and camping are met UE scans and  monitor whether the cell has live UL link traffic. UL traffic from different UEs cannot be mimicked by a fake gNB. If the gNB is serving UEs on the downlink, those UEs would request scheduling on the PUCCH for allocation. Also they would report ARQ ACK/ NACK on this channel. These information from different UEs cannot be mimicked by an attacker hosting a fake gNB. Hence if the UE can monitor and detect that there is UL traffic, that is reliable indication that the gNB is serving multiple UEs. For this the UE need to monitor the Uplink control channel PUCCH, where the UEs transmitting on the uplink put the indication so that gNB can decode it accordingly.
As defined in TS 36.300 PUCCH contains information on ,
“Physical uplink control channel (PUCCH)

-
Carries Hybrid ARQ ACK/NAKs in response to downlink transmission;

-
Carries Scheduling Request (SR);

-
Carries CSI reports.”
Any fields present on the PUCCH channel is a good indication that the cell is serving actual UEs.
NOTE: Other UL channels like PUSCH or PDCCH also can be candidates for monitoring to determine the cell is serving active and genuine.

Editor’s Note: It is FFS how complex is this UL monitoring for the UE in TDD and FDD systems.
2) UE verifies gNB with ‘System Query’ message:

In this procedure, the UE in Idle mode, when other conditions for Cell reselection and camping are met, will send a short System Query message to the gNB (or the Common Control Function (CCNF) where the NAS context of the UE is held). The UE includes a freshness parameter NONCE in the System Query message. 

The Response to the System Query is generated by the Serving System network element (gNB or CCNF). The Response is digitally signed by using the Private Key of the Serving System. When digital signature is computed, the NONCE received from the UE is also used as a part of  signed contents. To prevent any replay attacks of the message from the serving network, the GPS coordinates of the cell/gNB is also included as part of the signed contents. The presence of GPS cordinates of the gNB helps the UE to compare its own coordinates to make sure that it is within the expected coverage of the gNB or any of its cell sectors. The associated Public Key of the Serving System is signed in advance by the Trusted CA – an entity which is known and trusted by the HPLMN of the UE, and whose Trust Root (Public Key of Trusted CA) is provisioned into the UE when subscription is set up. This signed Public Key of the Serving System is also included in the Response message.

Effectively, the System Query Response would contain at a minimum the following information:

· Cell-id or CCNF-id 

· GPS coordinates of the Cell
· NONCE initially received from the UE

· Serving System Public Key and its Digital Signature computed in advance and provided by the Trusted CA: [PuK_SS][SIG1(PuK_SS)PrK_CA]

· Digital signature of all above elements computed using the Private Key of the Serving System:

{SIG2[Cell_id/CCNF_id],[NONCE],[Cell GPS coordinates], [PuK_SS][SIG1(PuK_SS)PrK_CA]}PrK_SS
When the UE receives the Query Response message, it does the following:

1. UE uses the pre-provisioned Public Key of Trusted CA to validate the SIG1, and once it is validated, the UE accepts the Public Key of the Serving System as trusted. 

2. Then, the UE verifies that the received NONCE is the one associated with the query that it sent.

3. Then the UE uses the received and validated Public key of the Serving System to validate the signature SIG2. Once this signature is validated, the UE gets assured of the legitimacy of the system that sent the Query Response.
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                   Figure 5.4.4.3-1  Idle mode UE doing a System Query to gNB/CCNF to verify the gNB.

Real time attacks with system query method: Real time attacks are possible even with the System Query method. If GPS coordinates are given to the UE, the UE can use its own GPS data and calculate the distance to the center of the Cell pointed by the GPS data. The UE can independently calculate distance to the Cell using radio link parameters, roundtrip time/ time of arrival and verify that this distance it finds in the communication matches with the distance based on GPS coordinates. But UE cannot figure out the actual GPS cordinates of the cell. Hence if the real time attacker happens to be in the same radial distance as the Cell center, the UE would not make out the difference and the attack would succeed. However matching the distance is very difficult to achieve and in any case the attack is limited only this same radial distance. 
Editor’s Note: It is FFS how to address the real time replay attacks in the system query method or it need to be addressed since it is a very difficult attack to mount. 

 Editor’s Note: It is FFS whether the neighbor list in the SIB can be used to enhance this method or neighbour list need to be added in the System Query message to help the UE evaluate the neighbour gNBs it should be seeing. 

5.4.4.3.3 Evaluation

Draw back of UL traffic monitoring method: This method though reliable when the PUCCH indication is available, has a drawback. The limitation is that a genuine cell may not be always serving UEs on the Uplink. There may not UEs transmitting all the time in every frame or sending ACK/NACK or CSI in every radio frame. Hence every radio frame may not carry PUCCH indications from UEs, particularly at late night or early morning hours. Hence this method could be used during day time or when available but needs an alternate way of verification if this step is inconclusive.

Advantage of UL traffic monitoring  method: UE in Idle mode can decide on the validity of the cell without anything transmitted saving battery. No replay attacks are possible in this method, since this channel carries indications from multiple UEs in the UL. There are no privacy issues since this is a physical layer channel.

Advantage of System Query method: System is verified using a query, hence doesn’t overload the SIB/MIB. In fact the scheme could be extended to cover SIB information in general rather than always broadcast over the air. UE uses the pre-provisioned Public Key of Trusted CA to validate the signature, and once it is validated, the UE accepts the Public Key of the Serving System as trusted. 
Drawback of system query method: An Idle mode UE is made to transmit a query message to verify the gNB thus losing power.
 Combined Solution: A combination of UL traffic monitoring and System Query methods can  prove to the UE that it is selecting a genuine gNB to listen to broadcast messages while in Idle mode. As a first step, the UE can monitor the PUCCH and find out if the gNB/cell has UL activity. If there is UL activity, the cell is good to be attached. If there is no UL activity, UE verifies the gNB by sending the system query. 
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